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This presentation is distributed under the Creative Commons license CC BY-SA 4.0.

Images used in this presentation are the property of their respective owners and are
included for educational and illustrative purposes only.

May this presentation inspire you to become more self-sovereign!
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Multisig stands for "multi-signature"

A Bitcoin address that requires two or more private keys to approve and spend
funds

 Example: "2-of-3 multisig" means any 2 out of 3 keys must sign a transaction

Used for:
Improved security (even if one key is lost or stolen, funds are safe)

Shared custody (businesses, families, organizations)

Reducing single points of failure

Multisig setups are flexible and can be tailored to your security needs!
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A dedicated device designed to securely store your Bitcoin private keys

Signs transactions safely on-device: your private keys never leave the hardware,
and you can always review what you are signing

Allows you to generate public keys and Bitcoin addresses

Supports creating recovery phrases (mnemonics) with the option of extra security
using external entropy

Can be connected to a computer or smartphone, but the secrets are never exposed

Adds an extra layer of security and control to your funds

Protects against malware, remote attacks, and phishing attempts

 Makes self-custody of Bitcoin both practical and secure
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Not a backup solution for mnemonics; you must handle backups yourself

Not a transaction creator; you use a software wallet for that

Not a portfolio management tool; it does NOT calculate balances or track
transaction history—this is done by your wallet software

 You can generate mnemonics on-device but ...
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We will use three different hardware wallets, each from a different manufacturer, with:

Three separate vendors

Three distinct approaches to mnemonic backup and storage

Three hardware implementations (different architectures and manufacturers)
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Open-source hardware wallet developed by
Blockstream

Supports Bitcoin and the Liquid Network

USB-C and Bluetooth compatible

Large color screen, QR code support

Designed for privacy and air-gapped
operation

Extensively documented DIY build process
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Open-source hardware wallet by Shift Crypto

Focused on Bitcoin and security best
practices

Touch sliders for PIN and navigation

MCU and secure chip architecture (with
interface and code fully open)

MicroSD backup
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DIY, fully open-source Bitcoin hardware wallet

Uses standard off-the-shelf parts (Raspberry
Pi Zero, camera, screen)

No specialized secure chip; stateless design
—no secrets stored on device

Camera-based QR code signing

Targets maximum transparency and low-cost,
accessible hardware

Perfect for air-gapped cold storage and
multisig setups
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The first step is to update the firmware, which can usually be done using the companion
app or the manufacturer's website.

Next, generate or restore a mnemonic directly on the device and complete the basic
configuration.

Below is a quick summary of the initialization process for all three hardware wallets.
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To initialize your Blockstream Jade hardware wallet:

1. Connect the Jade to your computer using USB-C or turn it on wirelessly.

2. Update the firmware using the official Blockstream Green app or the Blockstream
Jade web setup page.

3. Create a new wallet or restore from backup: Choose "Create wallet" for a new
mnemonic, or "Restore wallet" if you already have a seed phrase.

4. Follow the on-screen instructions and carefully write down or verify your 12 or 24-
word recovery phrase (mnemonic).

5. Set a device PIN for mnemonic encryption; connecting to a compatible software
wallet like Blockstream Green may be required.

6. Back up your wallet
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To initialize your BitBox02 hardware wallet:

1. Connect the BitBox02 to your computer and download the official BitBoxApp.

2. Install and launch BitBoxApp. The app will automatically detect your BitBox and
check for firmware updates.

3. Create a new wallet or restore from a backup: choose "Create wallet" for a new
setup, or "Restore from backup" using your microSD card backup.

4. Follow the on-screen instructions to generate and confirm your recovery words
(mnemonic).

5. Set up a device password for extra security.

6. Back up your wallet: The BitBox02 will prompt you to insert a microSD card to
automatically save an encrypted backup.
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To initialize your SeedSigner device:

1. Assemble and power up your SeedSigner.

2. Flash the SeedSigner OS by flashing SeedSigner releases on SD card.

3. Set to Testnet (for this example): from the main menu, go to "Settings" → "Select
Network" → choose "Testnet" or "Signet" for safer experimentation.

4. Generate or Import a Seed on SeedSigner:
Select “Seed Tools” then “Create Seed” to make a new seed phrase (mnemonic).
Write down and verify all 12 or 24 words carefully.

Alternatively, choose “Scan Seed QR” if restoring from a QR code backup you
created earlier.

 You will need to re-enter (scan or type) your seed each time you sign a transaction.
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Sparrow Wallet is a powerful Bitcoin wallet designed for desktop use. It is ideal for
Bitcoiners who value privacy, security, and versatility:

Open Source & Focused on Self-sovereignty

Supports Airgapped Hardware Wallets: including DIY devices like Jade, Specter,
and Passport

Advanced Features: multisig wallets, coin control, custom scripts, PSBT (Partially
Signed Bitcoin Transaction) workflow

Works on Testnet, Signet, and Mainnet

Great Interface: intuitive UI for managing addresses, UTXOs, and coin selection
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Signet is a public Bitcoin test network, designed for safe experimentation and
development, without risking real bitcoin:

"Fake bitcoin" is used on signet—no real value, free to obtain

Safer for Testing: unlike testnet, blocks on signet are signed and reliable, reducing
spam and instability

Similar Features to Mainnet: allows you to experiment with real Bitcoin software and
devices, simulating mainnet scenarios

Perfect for wallet development, testing firmware, or playing with new tools
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Create a multisig 2of3 native segwit wallet
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Load Jade as keystore 1.
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Jade found! We can import the key.
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For the other two insert these data:

BitBox
[7edda1f6/48'/1'/0'/2']tpubDEEGMxEq1otUaBFWtwLSnn3k7nZyWbfThJWqs877VQdc8dT
YwTo8JmUPpWfSUShfeAsJZBXHmvzJVdNqxTAbQnFwq54AeVNnDy2YkuLuGFK

SeedSigner
[d7efaa7e/48'/1'/0'/2']tpubDEyr8wUpFxYjuDUpKvBT75cut4ZNp1ixS4RkMBxX77dJK9XrKp
hoeX29aX5C1tPMcWESup7DSq1JwAaaySuQCTNud8mk8HWifqoobWtUtdU
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You will receive these data from other partecipants after they load the hardware wallet in
sparrow.
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Create a multisig 2of3 native segwit wallet
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Load BitBox as keystore 2.
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If needed confirm the pairing.
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BitBox found! We can import the key.
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For the other two insert these data.

Jade
[829e125e/48'/1'/0'/2']tpubDFiXFx1c72VxaxG5zLv4QrwHFbSahf4FoE7Xb4i4Hx7RGwvAw
U35uW9hYyYLiasG2yKJZxf4FNBVRmYRBkoUF8Ko4ZF2vGwmcDT8yUP5XiF

SeedSigner
[d7efaa7e/48'/1'/0'/2']tpubDEyr8wUpFxYjuDUpKvBT75cut4ZNp1ixS4RkMBxX77dJK9XrKp
hoeX29aX5C1tPMcWESup7DSq1JwAaaySuQCTNud8mk8HWifqoobWtUtdU
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Create a multisig 2of3 native segwit wallet
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Load Seed Signer as keystore 3.
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Load mnemonic and export XPub (you will need to
select "multisig" and after "sparrow" as multisig
type)
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For the other two insert these data.

Jade
[829e125e/48'/1'/0'/2']tpubDFiXFx1c72VxaxG5zLv4QrwHFbSahf4FoE7Xb4i4Hx7RGwvAw
U35uW9hYyYLiasG2yKJZxf4FNBVRmYRBkoUF8Ko4ZF2vGwmcDT8yUP5XiF

BitBox
[7edda1f6/48'/1'/0'/2']tpubDEEGMxEq1otUaBFWtwLSnn3k7nZyWbfThJWqs877VQdc8dT
YwTo8JmUPpWfSUShfeAsJZBXHmvzJVdNqxTAbQnFwq54AeVNnDy2YkuLuGFK
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The created wallet can be saved as a descriptor,
in my case this is the descriptor

wsh(
  sortedmulti(2,
    [d7efaa7e/48h/1h/0h2h]
     tpubDEyr8wUpFxYjuDUpKvBT75cut4ZNp1ixS4RkMBxX77dJK9XrKphoeX29aX5C1tPMcWESup7DSq1JwAaaySuQCTNud8mk8HWifqoobWtUtdU/<0;1>/*,
    [7edda1f6/48h/1h/0h/2h]
    tpubDEEGMxEq1otUaBFWtwLSnn3k7nZyWbfThJWqs877VQdc8dTYwTo8JmUPpWfSUShfeAsJZBXHmvzJVdNqxTAbQnFwq54AeVNnDy2YkuLuGFK/<0;1>/*,
    [829e125e/48h/1h/0h/2h]
    tpubDFiXFx1c72VxaxG5zLv4QrwHFbSahf4FoE7Xb4i4Hx7RGwvAwU35uW9hYyYLiasG2yKJZxf4FNBVRmYRBkoUF8Ko4ZF2vGwmcDT8yUP5XiF/<0;1>/*
  )
)#xvr0j9ca

 Remember the importance of backing up the
descriptor in a multisig scenario, without it, you
can't sign even if you have 2 out of 3 private keys!
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On Telegram: @valeriovaccaro
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Blockstream Jade Documentation

BitBox02 Documentation

SeedSigner Documentation

Sparrow Wallet Documentation
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 Federation of local Bitcoiner groups

 Free and privacy-oriented events

 BITCOIN ONLY

 Focused on learning self-sovereignty

 Satoshi Spritz Connect every week online

https://satoshispritz.it
https://t.me/SatoshiSpritzConnect
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 Italian Bitcoiners community, totally free

 BITCOIN ONLY

 Focus on education and project development

 Projects:
 Bitcoin node development

 Using Hardware Wallets

 Open source philosophy

 Debian installation

... and much more

https://officinebitcoin.it
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